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DEFINITION 


Open-source investigation, also known as OSINT 
(Open-Source Intelligence), is the process of 
gathering and analyzing information from 
publicly available sources to generate 
intelligence. These sources can include 
websites, social media platforms, news articles, 
government records, academic publications, 
and more. 
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WHO USE OSINT 


Intelligence 


LEA(Police) 


Military 


To gather information on 
threats, monitor geopolitical 
events, track criminal 
activities, and assess risks. 


OSINT MILITARY 


To gather information on 
where enemies are located 
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WHO USE OSINT 


Reporters 
2. To gather information, verify 
facts, and uncover stories. 
JOU RNALIS Investigati Social media platforms and 
T publicly available data 
Е ме = sources are often utilized for | 
JOU rnalists this purpose. 
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WHO USE OSINT 


To undertake investigative, 


3. Private surveillance, and research work 
for private clients, businesses, or 


Е Y 
Investigators attorneys 


Gathering information, interviewing, 
analyzing data, and giving evidence for 
legal cases, background checks, or private 
issues 
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WHO USE OSINT 


for competitive intelligence, 


A. Corporate market research, brand 
Bala o monitoring, and operational risk 
Entities assessment. This can be used for 


merger and acquisition due 
diligence. 


WHO USE OSINT 


ae For personal reasons, such as 
5. Individuals researching job opportunities, 
o vetting potential partners or 
roommates, or gathering 
information about travel 
destinations 


HOW TO USE OSINT 


я Identify 
Define Your Reliable 


Objective Sources 


Explore Social Review Public 
Media Records and 
Platforms Databases 


Privacy and 
Legal 
Consideration 


Verify 
Information 


Utilize Search | 
Engines 


Analyze 
Multimedia 
Content 


Organize and 
Document 
Findings 
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DEEP DIVE INTO IMAGE 
02 AND VIDEO FORENSICS 


Techniques for Analyzing Images 
and Videos on Social Media 


etad 


EXIF data in photos 


ta and videos may 
Е: identify media 
origin, time, and 
Analysi location. 
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Techniques for Detecting Deep 
Fakes Content(slide) 


Deep learning algorithms can be trained to 
detect anomalies in facial expressions, eye 
movements, and speech patterns to identify 
manipulated faces. 


Facial 
Analysis 


Image/ Adobe Photoshop's Content- 
Video Aware Fill and Deepfake 

Forensic Detection Tools can detect edits 
Tools and fakes. 


Voice biometrics and 
audio spectrogram 
analysis can detect 
created voices and 
audio alterätion. 


Audio 
Forensics 


CASE STUDIES 


1. CUSTOMER COMPLAINT RESOLUTION 


Background Customers freguently complain about fraudulent charges on their 
telecom bills. Some clients are billed for services they never subscribed to or 
accessed. 


Investigation: The company's customer support staff examines call logs, text 
message records, and multimedia files for irregularities or fraud 


Through picture and video forensic analysis the team finds situations where 
multimedia file timestamps do not match reported call times. They find call 
scamming and subscription fraud. 


Outcomes: This information helps the company improve invoicing processes and 
tightens verification to prevent fraud, boosting customer trust and satisfaction. 


2. Brand Reputation Management 


Background: A telecommunications business develops a social media campa 
utilizing UGC from customers' service experiences. They see an increase 
unfavorable comments and misleading advertising claims that the UG 
manufactured or manipulated. 


Investigation: The company's digital marketing team and forensic experts exam 
the campaign's images and videos' metadata and validity. 


Results: Forensic examination shows that most UGC is unchanged, confirming t 


confidence by quickly correcting these concerns and providing proof of its BE 
UGC. Se 


3. Social Media Crisis Management 


Background: A viral video circulates on social media, purportedly showing а-- 


malfunctioning telecommunication tower emitting hazardous radiation near а 3 3 
residential area. Тһе video sparks public outrage and concerns about health risks. 5... 


Investigation: The company's social media team works with forensic experts to 
verify the authenticity and context of the video, examining factors such asf 
location, time of recording, and technical aspects of the tower. 


Outcome: Through forensic analysis, it is determined that the video is heavily 
doctored and not representative of the actual situation. The company promptly - 
releases a statement debunking the false claims and provides evidence supporting. = 
the safety measures implemented in their infrastructure. By effectively managing `. 5 
the crisis and providing transparent information, the company mitigates- 
reputational damage and reassures the public about its commitment to safety. ; 


CREATING COMPREHENSI 
INVESTIGATION REPORTS 


1. STRUCTURING AND FORMATTING: 


Title Page: Include the title of the report, date, investigator's name, and any other relevant 
identifying information. 


Table of Contents: For longer reports, include a table of contents to help readers navigate through 
different sections. 


Executive Summary: Provide a brief overview of the investigation, including key findings and 
recommendations. 


Introduction: Outline the purpose and scope of the investigation. 


Methodology: Describe the methods used to conduct the investigation, including data collection and 
analysis techniques. 


Findings: Present the main findings of the investigation, organized logically and supported by 
evidence. 


Analysis: Interpret the findings and discuss their significance about the investigation's objectives. 


Recommendations: Offer practical recommendations based on the findings to address any issues 
identified. 


Conclusion: Summarize the report's key points and reiterate the investigation's importance. 
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1. Technological Tools: 


Keeping abreast of the latest technological tools and software for 

data extraction, analysis, and visualization is crucial. Forensic 
investigators need access to specialized software and tools capable = 
of capturing, preserving, and analyzing social media data while 
maintaining a chain of custody. 
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2.Legal Framework: 


Understanding the legal framework surrounding social 
media investigations is essential. Investigators must adhere 
to laws and regulations regarding data privacy, data 
protection, and evidence handling. This includes obtaining 
proper authorization for data collection and ensuring that 
the evidence collected is admissible in court. 
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3. Training and Expertise: 


Forensic investigators require specialized training and 
expertise in digital forensics, data analysis, and social 
media platforms. Continuous education and training 
programs are necessary to keep investigators updated on 
evolving technologies and methodologies. 
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4. Collaboration and Partnerships: 


Collaboration between law enforcement agencies, private 
sector organizations, academia, and technology companies 
is vital for sharing best practices, resources, and expertise. 
Partnerships can facilitate access to proprietary tools, 
research, and training opportunities. 
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5. Policy and Standards: 


Developing standardized procedures and policies for social 
media forensic investigations helps ensure consistency, 
accuracy, and reliability of findings. Industry standards and 
guidelines can help streamline investigations and enhance 
the credibility of forensic evidence in legal proceedings. 
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6. Ethical Considerations: 
Ethical considerations are paramount in social media 
forensic investigations, especially regarding privacy, 


consent, and data integrity. Investigators must uphold 
ethical standards and adhere to codes of conduct to protect 
the rights of individuals and maintain public trust. 
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7. Resource Allocation: 


Adequate resources, including funding, personnel such as 
CMT, and technology infrastructure, are necessary to 

support social media forensic investigations effectively. М 
Organizations must allocate resources strategically to 
address the growing demand for digital forensic services. 
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Q&A and Discussion 


THANKS! 


DO YOU HAVE ANY QUESTIONS? 
services@superovagroup.com 
Customer service Tanzania: A sn 
1255755022093 зала 

Му WatsApp:+8613282039658 

www.superovagroup.com 


